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Grant N00014-15-1-2891 - Project Report

Programmable Logic Controllers for Research on the Cyber
Security of Industrial Power Plants

Dr. Julian Rrushi

1 Lab Development

The Defense University Research University Instrumentation Program enabled
the PI to develop the eyber security laboratory at Western Washington Uni-
versity. The Pl acquired industrial control systems, and thus built a research
distributed control system (DCS). The lab was developed in support of re-
scarch on the cyber security of industrial control systems. The research is
being done by the principal investigator and a large group of graduate and
undergraduate students. The Pl is also developing a course on control systems
security, and thus will use the lab to support classes as well. The blueprint that
we had designed for our lab is depicted in Figure 1, and now it also resembles
our lab. A DCS is used to monitor and control in real-time physical systems
within a defined geographic location. It is comprised of devices and network
segments distributed through various layers, namely a supervisory level, one
or more intermediate supervisory levels, and a field level.

At a supervisory level, system operators use human-machine interface (HMTI)
applications to send requests over a control network to control servers. Those
requests require that the receiving device supplies process data, or that it
propagates process set points down to lower levels. A control server in turn
requests process data from, or sends process set points to, subordinate con-
trol servers at intermediate supervisory levels. Control servers at the lowest
intermediate level poll for data or send process set points to programmable
logic controllers (PLCs), which receive input from sensors and send output by
generating electrical signals in order to drive actnators.

J. Rrushi

Department of Computer Science
Western Washington University

516 High Street, Bellingham, WA 98225
Tel.: -1 (360)-650-4221

F-mail: julian.rrushi@wwiedu
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Table 1 PLCs in our lab.

PLC Operating Systemn
General Flectric PACSystems RX3i VxWorks
Siemens SIMATIC 57-1500 Siemens Proprietary
ICS protocols Quantity
Modbus, Serial 1/0, SNP 10
PROFIBUS, PROFINET, Modbus, STcomm 7

A PLC may commmunicate with digital sensors or actuators over a network,
which is referred to as fieldbus. Communications over control networks are
conducted via protocols such as ModBus, Fieldbus, Distributed Network Pro-
tocol v3 (DNP3), while ficldbus communications are conducted via protocols
such as DeviceNet or ModBus.

We bought PLCs manufactured by General Electric and Siemens, as de-
tailed in Table 1. The distributors were CBPacific and WESCO, respectively.
VxWorks is of particular importance to onr projects, as the sccurity tools that
we develop require deep knowledge of the operating system. We have received
support by the VxWorks maker, Wind River, which has donated to our lab
VxWorks virtual machines for code development, as well as VxWorks docu-
mentation. The S7 operating system is also of interest to our lab, since S7
controllers are frequently compromised by automated attack code.

Internally, these PLCs have similar architectures. Their internal design
follows a von Neumann architecture, which we have depicted in Figure 2.
TFigure 2 depicts also their 1/O modules, which enable them to receive input
from, and send output to physical processes usually through electrical signals.
The 1/0 cards of these PLCs can be connected through wiring to sensors and
actuators. These PLCs may also commumicate with sensors and actuators via
a fieldbus commumication network. The control applications of these PLCs
may be written in one or more programming languages of the TEC-61131-3
industrial standard. The C and C++ languages are also commonly used to
program these PLCs.

Since a power plant always includes an electrical substation, we created a
computer environment that is similar to that of a real-world electrical substa-
tion. We bought protective relays from Schweitzer Engineering. The distributor
was Peak Measure. The main characteristics of the substation testbed in our
lahy are summarized in Table 2. More specifically, the SEL-487E-3 is a protec-
tive relay that can monitor and protect a power transformer from clectrical
fanlts. It runs intelligent algorithms to detect various types of faults, and can
take action in a timely manner by operating electrical cirenit breakers and
disconnect switches. The SEL-421-4 can perform industrial automation fune-
tions. It includes 32 programmable clements for local control, remote control,
automation latching, and protection latching. A SEEL-421-4 can also conduct
various functions to protect overhead electrical transmission lines and under-
ground cables.

The SEL-3355 conducts multiple substation functions too. It has an in-
tegrated hmman-machine interface (HMI), with a local display port. In this
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Table 2 Substation controllers in our lal.

Machine ICS function ICS protocol
SEL-3555 Automation controller, TIMI visualization, dala concentrator, T1EC 61850
SEL-I8TE-3 Transformer protection relay IEC 61850
SEL-421-4 Protection, antomation, and control system T1EC 61850
General-purpose Windows server OPC server Orc, [EC 61850
General-purpose Windows client OPC client orc
seneral-purpose Windows machine Development and testing OPC, IEC 61850

work, the SEL-13355 was used as a real-time automation controller. The SEL-
3355 polls the SEL-487E-3 and SEL-421-4 to collect substation data from
them. The network communications between these 1CSs take place over the
IEC 61850 protocol. IEC 61850 is a virtual protocol, and thus cannot be used
alone for conerete network communications. It needs an actual carrier proto-
col. Consequently, IEC 61850 is mapped to a protocol stack comprised of the
Manufacturing Messaging Specification (MMS), TCP/IP, and Ethernet. MMS
was designed specifically for transferring in real time physical process data and
supervisory comnmands. MMS has object models and services that can easily
accommodate those of the TEC 61850 standard.

We integrated an enginecring server into the substation testbed. The engi-
neering server hosts an OPC server, which in turn runs an IEC 61850 protocol
driver to get substation data from the protective relays. The 1EC 61850 pro-
tocol driver subsequently stores those substation data in the OPC server as
data items. We added to the testbed an OPC client machine. The OPC client
application has a graphical user interface for a human operator to enter com-
mands using a keyboard and mouse. All machines in the testhed are connected
on a local area network.

2 Equipment Already Used in Research

The PI and his student team have already used the controllers acquired through
the funding of this grant to support applied research in the lab. We ran sev-
cral malware experiments in the testbed shown in Figure 3. We obtained those
malware samples from public research malware repositories. Furthermore, we
emulated the data interception phase of a malware attack on a protective re-
lay. The test exploits were preceded by a scanning with the nmap tool of a
range of internet protocol (IP) addresses and their services in the lab. We also
emulated the malware installation phase, in which the exploit injects and runs
a dropper on a compromised protective relay. As in traditional malware, the
dropper is responsible for installing the malware modules on the compromised
protective relay. We emulated both a single-stage dropper and a dual-stage
dropper. The single-stage dropper incorporated the emulated malware mod-
ules that it aimed at installing on the compromised protective relay, whereas
the dual-stage dropper downloaded those modules over the network from an-
other compromised machine in the testbed. We used all those experiments to
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validate a line of work that ereates and operates decoy I/0 and industrial mi-
rage to intercept at various ranges the 1CS malware hound for the power grid.
Decoy 1/0 resemble their respective connterparts, and are implemented in the
kernel of the operating system. Industrial mirage, i.e., phantom substation tar-
gets for ICS malware to pursue, is realized via power system simulation along
with TEC 61850 and OPC traffic emulation. The approach is able to actively
redirect 1CS malware to decoys, and can sustain prolonged interaction with
ICS malware. Currently, the controllers are being used in our lab to support
several other research approaches,

3 Timeline of PI Activities

The grant had a duration of 1 year, and began around the end of the summer
2015. In September 2015, the PI encountered a delay in the processing of
his work visa renewal, with the consequence being that he could not work at
WWU. Shortly after the beginning of the Fall 2015 quarter, the PI entered a
period of unpaid leave of absence, which took most of the Fall 2015 quarter.
The PI returned for the last couple of weeks of the Fall 2015 quarter, however
had to spend all of his time on his teaching load. A back up of assignments,
quizzes, and exams, was created, which required immediate solution.

The PI worked in the Winter 2016 quarter on reviewing industrial control
systems from several vendors. Elements of interest were the operating system
details, industrial code programming environments, industrial conmnunication
protocols, and the hardware of industrial control systems. By the end of the
Winter 2016 quarter, the PI had developed a list of industrial control systems
that could support research projects on the cyber sceurity of the power grid.

In the Spring 2016 quarter, the PI had various negotiations with NAYAK
Corporation about buying equipment called RTDS. It is a single platform
machine, but quite useful in terms of research support capabilities. Most of
the Universities that conduct research in the area of power grid cyber security
have bought one. Finally, NAYAIX Corporation gave a demonstration at the
University of Washington in Seattle, departiment of electrical engineering. The
PI travelled to Seattle to attend the demo, and met with representatives of
NAYAK Corporation in person. After a day-long series of demos and meetings,
the PI returned to WWU with final negotiation terms on the part of NAYAIK
Corporation. NAYAK Corporation was very generous when offering to donate
the software, however asked that we buy the hardware of RTDS. They prepared
a quote, amounting to almost $100K. The PI performed an assessment of the
overall situation, and deemed that the quote was prohibitive for our current
grant capabilities. The Pl decided not to buy RTDS at the time, however will
consider it in the future as new grants may be won.

The PI spent the Summer 2016 quarter, as well as the first weeks of the
Fall 2016 quarter, on negotiating with sales representatives of various control
system vendors. Most of the timme that elapsed was due to the sales representa-
tives needing time to prepare the quotes for our consideration. There was also
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another factor that took time, namely the PI asked for academic discounts.
That needed to be reviewed and approved by the control system vendors, and
the sales representatives could not do much except relay the PI's request for
academic discounts to those vendors. The last weeks of the project were needed
by WWU for internal reviews of the quotes, as well as for the processing of
the purchase orders.

4 Appendix
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temporary equipment, personal or t:nddy k!hary. or death (7 I..ossus ). that may arise pursuant to or in conneclion with the
Agreement, the Goods, or the i without Emit Losses arising in ! wuh the per of
Servicas on Buyer's premises by WESCO's empl ives, agents, or sub diass of whether
such Losses are suffered directly by Buyer or arise pursuant to or in connection with a third-party suit, claim, counterclaim,
demand, judgment or ollier action (each a "Claim™) and regardless of whether or nol WESCO or any (hird-party is
proportionately negligent with respect to such Losses andior Claim, provided that Buyer need nol indemnify WESCO for
WES{“O s obdigation, il any, to Buyer under Section 9 above. For the avoidance of doubt and without limilation, this

, officers,

Buyer's obligation not 1o disclose the price of any Goods or Services is both incalculable and insufficient and thal any
such breach would irreparably harm WESCO. Therefore, in the event of an aclual or prospective breach of the
obligation of Buyer not 1o disclose the prices of any Goods and Services, WESCO shall be entitled 1o a permaneant

] requires Buyer to pay any judgments against WESCO or any other indemnified party resulling
from any Claim, any court costs of WESCO or any other indemnified party in connection with any Claim, and any reasonabile
C feas and dish incumed by WESCO or any other indemnified party in WESCO's defense of any Claim
WESCO will have II\n soln and tm:lnm right o conduct the defense of any Claim at Buyer's sole and exclusive cost and

andfor a preliminary injunction to prevent or remady such breach and shall have the right to specific t of this
Agresment against Buyer in addition to any other remedies 1o which WESCO may be entitled at law or in equily.

3. Specifications. Unless WESCO has expressly agreed otherwise in writing, it is Buyer's responsibility to ensure that
the Goods and Services are the ones that it has requested and that all specificalions and quantities are correct
WESCO HEREBY EXPRESSLY DISCLAIMS ANY AND ALL REPRESENTATIONS AND WARRANTIES THAT
GOODS AND SERVICES CONFORM TO ANY SPECIFICATIONS, DRAWINGS, DESIGNS, OR SAMPLES.

4. Shipment of Goods; Performance of Services.
A, Shipment of all Goods shall be made F.O.B. point of shipmenl (Ex Works WESCO's facility per INCOTERMS
2000 for international shipmenis). Buyer shall bear the risk of loss and damage to Goods after delivery to the paint of

shipment.
B. Any shipping dates for Goods or | dates for given in of acmal b of Goods.
or parformance of Services are WESCO's bes! esti for only, and d al Goods and

performance of Services will be made subject 1o prior orders on file with WESCO. Unless olherwise agreed lo by
WESCO in wriling, WESCO may, in its sole di use any ial carriers for shi of the Goods.
WESCO will use its reasonabla efforts to comply with Buyer's requests as o method and route of transportation, but
WESCO reserves the right lo use an allemate method or route of transportation, whether or not al a higher rate

C. Unlass olherwise agreed o by WESCO in writing, Buyer will pay all insurance cosis in connection with defivery
of the Goads, il any, and be responsible for filing and pursuing claims with carriers for loss of, or damage 1o, Goods in
fransit

D. Buyer is responsible for obtaining at ils sole cost and any and all
the Goods and Services, including, without limitation, any licenses and permits for transportation.

E Il I]uyal s m\abla lo raceive the Goods when they are lendered, Buyer will be llable 1o WESCO for any losses,
d or i 1 or sulf by WESCO as a result of Buyer's inability 1o receive the Goods.

F. Buyer immediately will Inspect all Goods upon its recelpt of them and will be desmed o accepl the Goods upon
receipt. Any claims for shortages or discrepancies will ba waived by Buyer unless made in writing to WESCO within
five days of receipt of the Goods

G. Fur wire and cable, delivery length tolerance is £ 10%. Cutting and Reel charges will apply when other than

facturer lengths are d and delivery lead-times may be adjusted.

H. WESCO may cancel in whole or in part any order for Goods or Services under the Agreement al any lima

1. Until Buyer has fully and finally paid all amounts owed 1o WESCO for any Goods, Buyer shall hald such Goods in
trust for WESCO, and WESCO may repossess them if Buyer fails to pay for them in a limely fashion

and parmits for

5. Payment.

A, All payments for Goods and Services must be mada in United States currency unless specilied in wiiting by
WESCO. Paymenis for Goods and Services will be made by such means as WESCO may specily, such as by check
of wire transfer, provided thal WESCO may refuse, in ils sole discretion, paymant by any means, including, without
limitation, credit cards.

B. Payment for Goods and Services is due within 30 days from the date of WESCO's invoice; provided, howaver,
that WESCO reserves the right, in ils sole discretion, 1o require full payment in cash before order entry, shipment, o
delivery

C. WESCO shall have the right to offset any and all amounts due and owing from WESCO to Buyer under this
A , withoul limitation, any chargebacks or rebates, against any amounis due and owing from Buyer
10 WESCO under this Agresment.

D. If Buyer defaults in payment, Buyer will be lable for all coll COsis |
limiled 1o, atlorneys’ and collection agency lees, and all relaled disbursements

E. If Buyer does nol pay when payment is due, past due amounts are subject to service charges of one and a half
percent (1 ¥4%) per maonth or the P 0@ rete permilted by law, whichever is less.

d by WESCO but not

6. Taxes. The purchase price of the Goods and Services does not include transportalion laxes and sales, use,
excise, Impont or any similar tax or olher governmental dmrga arlsing pursuanl to-of in connection with the sale,
purchase, processing, delivery, storage, use, of the Goods and Services
Buyer is resp for pay of any la:as and any presenl of fulure sales, use, excise, impon of
any similar tax or other g charge 1o the Ag and to the sale andlor fumishing of the
Goods and Services.

7. Cancellation. Buyer may cancel its order for Goods and/or Services, but only if WESCO agrees 1o such
cancellation in writing and only after Buyer pays charges for already incurred and commitments
made by WESCO in connection with the placement of such order(s)

8. Disclaimer of Warranties. WESCO HEREBY EXPRESSLY DISCLAIMS AND EXCLUDES ANY AND ALL
REPRESENTATIONS AND WARRANTIES, WHETHER WRITTEN OR ORAL, WHETHER EXPRESS OR IMPLIED,
WHETHER ARISING BY CONTRACT, AT LAW, IN EQUITY, BY STRICT LIABILITY OR OTHERWISE, WITH
RESPECT TO THE GOODS AND SERVICES, INCLUDING, BUT NOT LIMITED TO, ANY WARRANTY OF
MERCHANTABILITY, ANY WARRANY AGAINST DEFECTS IN DESIGN, MATERIALS AND WORKMANSHIP, ANY
WARRANTY OF FITNESS FOR A PARTICULAR PURPOSE, ANY WARRANTY AGAINST REDHIBITORY
DEFECTS, ANY WARRANTY OF GOOD TITLE, AND ANY WARRANTY AGAINST INFRINGEMENT OF THIRD
PARTY INTELLECTUAL PROPERTY, INCLUDING, WITHOUT LIMITATION, ANY PATENTS, TRADEMARKS, OR
COPYRIGHTS. WESCO shall, however, if given prompl written notice by Buyer of any claim of alleged patent,

demark or infri with respect lo any Goods use its reasonable efforls 1o secure for Buyer such
indemnity rights as the manufacturer may offer with resped 1o such Goods.

9. Exclusive Remedy. Buyers EXCLUSIVE remedy against WESCO for any claim for, or arising out of any in a Good
tendered to Buyer is the repair or replacement of the Good, or allermatively, al WESCO's sole election, a refund of the
purchase price of the Good. Buyer's EXCLUSIVE remady against WESCO arising out of any defect in, or in
connection with, any Sesvice provided b der is the re-perl of that Service or, al WESCO's sole election, a
refund of the purchase price of he Service. These remedies only will only be available 1o Buyer for one year after the
Good is or Service is provided to Buyer, and WESCO's obligations under this Section 9 will be void unless
Buyer provides WESCO with nouce of the defect in the Good or Service within 30 days of discovery of the defect. Any
Good retumed lo WESCO for repair, ruplar.emm or refund under this Section 9 will be returned by Buyer in

accordance with WESCO's return P i then in elfect, Retums lor a refund may be subject
1o restocking fees..

Buyer's i ion does not depend on the Inuth or accuracy of any allegations made against
WE SCO, Buyer or any third party.

12. Product Suitability. Guuds sdcl by WESCO are designed o meel stated LS. safely standards and regulalions.

B local safety fard lons may vary sig WESCO cannol guarantea thal the Goods meet all
applicable requirsments in each Im'ainy. Buyer i for with such safaly standards and
regulations i the localities in which the Goods will be shipped, sold and used. Before purchase and use of any Goods,
Buyer should review the product application, and national and local codes and regulations, and verify that the use and
Installation of the Goods will comply with them

13. Ownership. WESCO shall have and retain all right, title, and intarest in and 1o any and all rade sacrets, technical
data, sales service and product plans, methodologies, techniques, designs, molds, tools, samples, systems, know-how,
experfise and other proprietary information that it may use to of In jon with any Services, and Buyer
shall not obitain a license to, or any other property rights in, any such WESCO property p !
with this Agreement.

o orin

14, Export Controls; Availability; Laws.

A Certain Goods may be subject to export controls under the laws, regulations andior directives of the United States
and various other countries. Buyer must comply with such laws and regulations and not export, re-export or transfer these
Goods to any couniry o which such expor, re-export. or transfer is focbidden or withoul first obiaining all required
authorizations or licenses.

B. Due to government reguiations and product availability, not all goods sold by WESCO may be available in every area,

€. Buyer hereby warranis and represents that it will comply with any and all Laws with respect to the purchase, use, and
operation of any and all Goods and Services. For purposes hereol, "Laws™ means any inlernational, multinational,
national, foreign, lederal, stale, munlupal local (or nlhar palitical subdivisi } or laws,
statules, codes, rules, U icies ! having the force of law,
treaties, judgments or orders of any Kind or pature. Mla:soever including, wlIhoul hmh‘atk‘m any judgment or principle of
COMMOoN law,

15. Interpretation of the Agreement. None of WESCO's or Buyer's l fi , officers, ]
man.;gus nmpluyaus agents or ives have any authorily to orally modify or aller in any way the terms and

! of the A Tha lerms, it and sel forth in the Agreement can be modified, allered,
or added lo only try a subsequent wrilten instrument signed by an authorized representative of WESCO or by language
included on the face hereol. Regardiess of how many times Buyer purchases, or has purchased, goods and services
from WESCO by whatever means, each time Buyer accepts the Agreement, Buyer and WESCO enter inlo a separate
agreement that will be interpreted withoul reference to any other agreement between Buyer and WESCO, or what
Buyer may claim to be a course of dealing or course of padormance thal has arisen between Buyer and WESCO. Mo
Inconsistent usage of rade or industry custom, if any, prior to, with or sub 1t to the making of
the Agreamenl will walve, vary, serve o explain or sarve 1o inlerpret any of the lerms, conditions and limitations of the
Agreement. The Agreement is the sole and exclusive agreement with respect 1o the matlers discussed herein and the
provision of Goods and Services hereunder, (excepl for any contemporaneous wriling agreed to in writing by WESCO
enpressly maodifying the terms and conditions hereol, which is hereby b d hsmin by ind made a part
haraol) and supersedes all prior and ¢ and
represantations or conditions, whelher oral ot wrilten, whalher express of implied, whh :especl o sm.h maliers. Faillure
by WESCO 1o enforce any of the terms, ditions and ions of the A it will not a walver ol those
lerms, conditions and limitations or a waiver of any othsr 1erms, ditions ar imitations of the A A , and the
failure of WESCO to any right (whath the A law, equity, or otharwise) arising from
Buyer's defaull under the Agreement will not -;mslilnle a waiver of that right or any ather rights.

dared;

16. Force Majeure. WESCO will not be liable for its failure 1o parform under the Agreement (including, without
limitation, the fallure to deliver any Good: or perlclm any ) due to circ es beyond its control, including,
without Hi  fire, of similar phe; war, act of lerrodsm, or strike; lack or failure
of ¥ ion facilities, sl 9 e of suilable pars, materials or labor; any existing or fulure law, rule, regulation,
decree, treaty, proclamation, or order of any govemmamai agency: inability to secure fuel, materials, supplies,
equipment or power al reasonable m::as orin wffx:lsnl amounts; act of God or the public enemy; or any other event or
cause bayond WESCO's control, i g, without imi , any delay caused by Buyer (each, a "Force
Majeure Event”), If any Force Maj Evenl p WESCOs perf of any of its obligations under the
Agreement, WESCO will have the right 1o (a) change, i r cancel the Ag or (b) omit during the period
of the Force Majeure Event all or any portion of the q ly of the Goods deliverable during that period, whereupon the
total quantity del ble under the Ag will be reduced by the quantity omitted. If WESCO is unable to supply
the total demands for any Goods to be del under the Ag due to a Force Majeure Event, WESCO will
have the right lo allocale its available supply among its customers in whatever manner WESCO deems 1o be fair and
equilable. In no event will WESCO be obli ials from olher than its regular sources of supply in
ordar to enable it to supply Goods to Buyer under l.ha Agreement. No change, canuellatlon or proration by WESCO will
be deemed 1o be a breach of any clause, p , lerm, dition, or the

17. i Law; Choice of . The per , termil , Interp
construction of the Agreement will be gnmned by the law of the Cs il of P , axcept for
Pennsylvania’s choice of law rules, and expressly excluding the United Mations Convention on Contracts for the
Intemational Sale of Goods. If either WESCO or Buyer brings a lawsult or any other action arising out of the
Agreement against the other party, such party must file its lawsuil or other action in a slale or federal court located in
Pitisburgh, Pennsylvania, WESCO and Buyer expressly submil 1o the exclusive jurisdiction of those courts and
consent to venue in those couns, and WESCO and Buyer consent lo extra-territorial service of process on WESCO
and Buyer. In the evenl of ltigation pertaining to any matter coverad by the Agreement, each of WESCO and Buyer
hereby agree to waive any right thal it may have to a jury trial of any or all issues that may be raised in such litigation.
Mothing ined in the Ag will be 4 to limit or waive any rights of WESCO under applicable United
States federal, state, or local laws Any provision of the Agreement held 1o be invalid, llegal or unenforceable will be
ineffective to the extent of such invalidily, llegality or f ility without affecting the validity, legality and

i bility of the herecf.

and

18. Binding m !m Any:llecmfd'l'k:af
this A
onbehall'oanyer

, representalive, or agent of Buyer signing or otherwise entenng into
that ha or she is duly authorized to execute and enter into this Agreement




www.peakmeasure.com

/z“/LpEAK MEASURE

Manufacturers' Representative
PO Box 970, Ridgefield, WA 98642
Phone 360-263-0123 Fax 360-263-0124

QUOTATION
Prepared For: Please Address PO to the Vendor:
Julian Rrushi Schweitzer Engineering Laboratories
wwu c/o PEAK Measure
360-650-4221 2350 NE Hopkins Ct, Pullman, WA 99163

julian.rrushi@wwu.edu

Please Submit PO's and RFQ's to:
orders@peakmeasure.com

End User/Project:

| One-Time 50% Discount Applied
ltem Qty Part Number Description
1 1 |3555#HHI9H |SEL-3355

|computer
2 | 1 |0487E3X211XXC4X1HE21XXX KEY 8799 lS'EL-xlf.s?E-B,

Relay

3 1 104214211 XC4XTH21XXXXX KEY 6422 |SEL-421-4,

|Control System
|

iF’owerfuI. Rugged. Reliable.
|Designed as a server-class

Transformer Protection

|
NOTE: Most SEL products come standard with a CD manual.

Quote Date: 7/28/2016
Quote #: QSEL-160728-M4
Exp. Date: 9/26/2016
Prepared By:

Michelle Conley

Peak Measure
360-263-0123
michelle@peakmeasure.com

Unit Price  Ext Price
$8,630.00/ $8,630.00

$4,160.00|  $4,160.00

$4,150.00{ $4,150.00

| Protection, Automation, and |

One complimentary printed instruction manual is available upon request with each product purchased.

Total: $16,940,00

Estimated Lead Time: Up to 30 business days

Freight Prepaid & Allowed within the Continental USA via FedEx Ground; otherwise Prepaid & Added.

Freight Prepaid & Added to Alaska via FedEx 2-Day unless the customer requests a different method.

Please submit PO's to orders@peakmeasure.com.

> PO must be addressed to Schweitzer Engineering Laboratories or SEL as the vendor.

> PO must specify Net 30 as the Terms.

> PO must include complete part numbers and unit prices for each line item.

Date: 7/28/2016
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Quote is subject to all current SEL Sales Terms, available upon request.

Lead times are not guaranteed and do not include shipping time.

Prices are based on quantities quoted and may change if quantities change.

It is the customer's responsibility to order the exact configuration required.

In the event of errors or omissions, this offer is void and will be corrected on request.

Date: 7/28/2016 Page 2 of 2



